HNudopmanmonHas naMATKA 1151 HeCOBEPIICHHOJIETHUX 10 BONPocaM Kndep0e30NnacHOCTH B

cetu «HTepHeD)

KoMnblOTEepHbIE BUPYCHI

KoMIbroTEpHBIE  BHpPYC - 3TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTJIMYUTEIBHOW OCOOCHHOCTBIO KOTOPOM SBJSIETCS CIOCOOHOCTh K Pa3MHOKEHHIO
(xonupoBaHuio). B nmomosiHeHHE K 3TOMY, BUPYChl MOTYT HOBPEIUTH WM TMOJHOCTHIO
YHUUTOXUTH BCE (pailiibl U JIaHHBIE, TIOJIKOHTPOJIbHBIE MOJIH30BATENI0, OT UMEHU KOTOPOTO
ObLTa 3amylieHa 3apaxEHHas MporpaMmMa, a TakkKe MOBPEIUTh WIH JaKe YHUUTOXKHUTD
OTEpAIlMOHHYI0 CHUCTEMY CcO BceMu (aitmamMmu B 1enoM. B OoibIIMHCTBE CiydaeB
pacupoCTpaHsAOTCS BUPYChI UEPE3 UHTEPHET.

MeTtoasbl 3alIUTHI OT BPEOHOCHBIX IPOrPAMM:

1.  Hcnonp3yli COBpEMEHHbIE OIEPALMOHHBIE CHCTEMBI, HMEIOLIUE
CEpbE3HBII YPOBEHB 3aIUTHI OT BPEAOHOCHBIX TPOTPaMM;

2.  IloctosnHo ycranaBnuBaii maTud (UKM(POBBIE 3aIUIATKH, KOTOpPHIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C II€JIbI0O JOPAOOTKHU MpOrpaMMbl) M Jpyrue
OOHOBJIEHHSI CBOEM omepannoHHOW cuctembl. CkauuBall HMX TOJBKO C
opunmansHoro  caiita  paspadborunka OC. Ecim  cymecTByer  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBO€M KOMIIBIOTEpE TMOJI MpaBaMU TMOJIb30BATENsA, a HE
aJIMMHUCTpaTopa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MpOrpaMm
MHCTAJUINPOBATHCS HA TBOEM IEPCOHATBHOM KOMIIBIOTEPE;

4.  Vcnonb3yil aHTUBUPYCHBIE MPOrpaMMHBIE MPOIYKTHl H3BECTHBIX
MPOU3BOAUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHHEM 0a3;

S. Orpannub (pU3NUECKU AOCTYI K KOMITBIOTEPY JJIs TOCTOPOHHUX JIULL;

6. Hcrnonb3yil BHENIHUE HOCUTENW WHGOpPMAIMU, Takue Kak Ielka,
auck wid ¢aiin u3 IatepHeTa, ToJIbKO U3 TPOBEPEHHBIX HCTOUHUKOB;

1. He oTkpeiBaii koMmmbioTepHBIE (aiiibl, MOTYYEHHBIE U3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te (hailsibl, KOTOpbIEC MPHUCAN TBOW 3HAKOMBIH. Jlydille yTouHu y

HETO, OTIPAaBJIAI JIM OH TeOe HX.

Ceru WI-FI

C mnomompo WI-Fi  MOXHO TmOMy4uTh OECIUIATHBIA WHTEPHET-IOCTYNl B

OOILIECTBEHHBIX MecTax: Kade, OoTensix, TOProBbIX IIEHTpax M al’pomopTax. Tak xe



SBJISICTCS] OTIMYHOW BO3MOXKHOCTBIO BbIXoia B MHTepHeT. Ho MHOTHE SKCTIEpTHI CUUTAIOT,
yT0o o0mieaocTymnabie WiFi cetu He SBsStOTCS O€30MaCHBIMH.
CoBeTbl 110 0€30MACHOCTH PAdOTHI B 001IeOCTYNMHBIX ceTsax Wi-fi

1.  He mepenmaBaii cBor JHYHYIO HWH(POpPMAIUIO Yepe3 OOIIeTOCTYITHBIS
Wi-Fi cetn. Pabotast B HUX, )KelaTeJbHO HE BBOJUTH MAPOJIM JIOCTYIIA, JIOTHHBI U
KaKue-TO HOMEpa;

2.  Hcnonb3yil u OOHOBIISAM aHTUBHPYCHBIE MPOTpaMMbI U OpaHIMay?p.
Tem cambiM ThI 00€30Macuilb ce0sl OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

3.  Ilpu ucnons3oBanun Wi-Fi otkmoun ¢ynkmuio «OOmmili moctyn K
daiinam u mpuHTepam». JlaHHas GyHKOHMS 3aKphITa MO YMOJIYAHHIO, OTHAKO
HEKOTOpbIE T0JIb30BATENId aKTUBUPYIOT €€ JIJIsl yI0OCTBA UCIOJb30BaHUsI B paboTe
WK y4eoe;

4, He wucnone3yit myOauunbiii WI-FI nms nepegaum JUYHBIX JTaHHBIX,
HaIrpuMep, IS BBIXOAA B COIMATBLHBIC CETH WX B AJICKTPOHHYIO MTOYTY;

S. Hcenonp3yii Tonpko 3ammiieHHoe coeamHenue udepe3 HTTPS, a ne
HTTP, 1.e. npu Habope Beb-aapeca BBOU UMEHHO «https://»;

6. B MoOunbHOM Tenedone oTkmoun Gpyuknuio «lloakmouerne k Wi-Fi
aBromMatudeckn». He gomyckail aBTOMAaTHM4eCKOro MOAKIIOYEHUS YCTPOMCTBA K

cetsam Wi-F1 0e3 TBoero corjiacus.

ConmajbHbIe CeTH

ComnuanbpHasi ceTb - 9TO CaWT, KOTOPBIA MPEAOCTaBISAET BO3MOXKHOCTH JIFOMISIM
OCYIIECTBJISATh OOIIEHHE MEXTy co00il B mHTepHeTe. Yale Bcero B HUX JJIsi KaXIIOTO
YelloBeKa BBICNSACTCS CBOS JIMYHAs CTpaHWYKa, Ha KOTOPOHW OH yKa3blBaeT O cebe
pasTuyHyr0 WHQGOPMANWMIO, HAa4YMHAs OT WMEHW, (HaMHIMd W 3aKaHYMBas JTUIHBIMA
doTorpadusimu. MHOTHE MOB30BATEIN HE MOHUMAIOT, YTO MH(pOpPMAIIUs, pa3MelleHHas
MMU B COLMATBHBIX CETAX, MOXKET OBbITh HaliJiecHa W WCIOJb30BaHA K€M YTOJHO, B TOM

qucye He 0053aTeNIbHO ¢ OJ1aruMu HaMEepECHHSAMU.

OcHOBHbBIE COBETHI M0 0€30MACHOCTH B CONMATBbHBIX CETHX:

1. Orpannyb CHUCOK Jpy3ed. Y TeOs B Jpy3bsiX HE JOKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2.  3ammmai cBOI 4YacTHYIO *kHu3Hb. He ykas3wiBail maponu, tenedoHsl,

aapeca, JaTy TBOEro pPOXIEHUS MW JPYryl0 JIMYHYIO  HH(pOpMaIuIo.



310yMBIIIJIEHHUKH MOTYT UCIOJB30BaTh Jaxke HHPOPMAIUIO O TOM, KaK Thl U TBOU
POJIUTENN IUIAHUPYETE IPOBECTU KAaHUKYJIbI;

3. 3ammmai CBOIO pemyTaluio - JEepKU €€ B YUCTOTE U 3ajaBail cebe
BOITPOC: XOTeJ OBbI ThI, YTOOBI Ipyrye MOJb30BaTEIN BUIEIH, YTO ThI 3arpyKaeiib?
[Tonymaii, mpexxe 4eM 4To-TO OIMyOJIMKOBATh, HAMCATD U 3arPy3UTh;

4.  Ecnau Thl TOBOpUIIb C JIIOJBMH, KOTOPHIX HE 3HAEIlb, HE HCIOJIb3YH
CBOE PEABHOE UMS U JAPYIyH0 JUYHYI0 HUHQOpPMALUM: UMs, MECTO MKHUTEJbCTBA,
MECTO yueObl U IIPOUEE;

5.  UMsberait pasmenienus ¢otorpaduii B MIHTEpHETE, T/IE THI M300paXkeH
Ha MECTHOCTH, 110 KOTOPOI MOKHO OIPEJEIUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrpanuu B COLHAJIBbHON CE€TH HEOOXOAMMO HCHOJIb30BaTh
CJIOKHBIE MAPOJIH, COCTOALINE U3 OYKB M HU(DP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jlna conuanbHOW CEeTH, MOYThl W JAPYTHX CaWTOB HEOOXOIUMO
WCIIOJIb30BaTh pasHble Mapoiu. Torga ecim Tedsl B3IOMAIOT, TO 3J1I0YMBIIUICHHUKH

Imojaydar JOCTYII TOJIbKO K OAHOMY MCCTY, a HC BO BCC Cpasy.

DJICKTPOHHLIE JeHbLI'H

DJIEKTPOHHBIE JEHBIM — JTO OYEHb YAOOHBIA CHOCOO TUIATEXEH, OJHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JCHBTU.

OJEeKTpPOHHbIE JCHBIM TMOSBWIMCH COBCEM HEAABHO M HMMEHHO M3-3a 3TOrO BO
MHOTHUX FOCYapCTBaxX 0 CHUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHHUPYIOT U O HUX YK€ NPOMHMCAHO B 3aKOHE, Il UX
pa3nensaioT Ha HECKOJBKO BHJIOB - aHOHUMHBIC W HE aHOHUMHBIC. PasHuiia B TOM, 4TO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcs MPOBOIUTH ONepanuu 0e3 uaeHTU(pUKaIIH
NOJIb30BATENsl, a B HE AHOHUMHBIX HWICHTHU(PHUKAUU TMOJIb30BATENS  SIBISETCS
00s13aTEeTLHOM.

Taxxe cienyer  pas3nuyarTh — JJCKTpOHHbIE  (uaTHble  J€HBrM  (paBHBI
roCyJapCTBEHHbIM BaJIOTaM) M DJIEKTPOHHbIE HepUaTHble JEHbIM (HE paBHbI
rOCy/IapCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 0 0€30MaCHO padoTe € 3JIEKTPOHHBIMHY JIEeHbIAMH:

1. TIlpuBsku K cueTy MOOWJBHBIA TenedoH. DTO camblii yIOOHBIA H

OBICTPBII CIOCOO BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsizanHbIil TenedoH NOMOXKET,

eciau 3a0yJellb CBOM IIaTEKHBIM MapoJib WIM 3aifjielllb Ha CalT ¢ HE3HAKOMOTO

YCTPOMCTBA;



2.  HUcnonp3yéh omHopazoBbie mapoiu. llocne mepexona Ha yCHIECHHYIO
aBTOpU3ALMI0 TeOe yxke He OylneT yrpoxaTh ONAaCHOCTh KpaXd WIM IepexBara
IUTATEKHOTO MTApOJIs;

3. Bri6epu cnoxusiii maposb. [IpectynHukam OyAeT He MPOCTO yraaarthb
CJI0KHBIN Mapoib. HanexxHble mapoam — 3TO mapoiid, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B c€0s1 CTPOYHBIE U MPONUCHBIE OYKBBI, HUPPHI U HECKOIBKO
CUMBOJIOB, TakM€ KaK 3HaK Jojuiapa, (yHTa, BOCKIMIATENbHBIM 3HAK U T.II
Hanpumep, StROng!;;

4, He BBOJH CBOH JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HC NOBCPACHID.

DJICKTPOHHAS MOUYTA

DNEeKTpoHHAss MOYTa — 3TO TEXHOJOTWS M NPENOCTABISEMBbIE €K YCIYrd IIO
HEPEChUIKE M TOJYyUYEHHUIO DJEKTPOHHBIX COOOIIEHUN, KOTOpPHIE paclpeAesiorcs B
KOMIBIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIA MOYTOBBIM SIIUK BBITISIUT CICAYIOIIUM
oOpa3zoM: UMsI_MONb30BaTENA(@UMs_JTIoMeHa. Takxke Kpome meperayd IpOoCTOro TEKCTa,
MUMEETCsI BO3MOXHOCTb NIEpe1aBaTh (ailbl.

OcHOBHBIE COBETHI 0 0€30MacCHO# padoTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuUiibHBIN TOUYTOBBIN cepBuc. B MHuTepHeTe ecTh

OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JYYIIEe JOBEPSITh TEM,

KOT'0 3HA€IIb U KTO NIEPBBIN B PEUTHHIE;

2. He ykaspiBaii B nuyHOM moure JjuuHyto uHbopmanuio. Hampuwmep,

JydIie BeIOpaTh «My3bIKaIbHBINA (haHat@» niau «pok2013» BmMecTo «temal 3»;

3. Hcrnonb3yil IBYXATanHYH aBTOPHU3ALMI0. DTO KOrJa INOMHUMO I1apoJIs

HY>KHO BBOJUTH KOJI, MPUCBLIAEMbIN 110 SMS;

4, Bo16epu cioxHblil naposib. JJis Ka)a0ro Mo4YTOBOIrO SIIKKA JOJHKEH

OBITH CBOM HAJC)KHBIN, YCTOWYUBBIN K B3JIOMY M1apOJIb;

S. Ecan ecTtp BO3MOYKHOCTH HalmcaTb CaMOMYy CBOW JIMYHBIM BOINPOC,

HCIIOJIB3YH OTY BO3MOKHOCTB;

6. Hcnonb3ylh HECKOJIBKO IIOYTOBBIX SIIUKOB. IlepBeI Ui 4YacTHOU

NEPENUCKU C aJpecaram, KOTOPbIM Thl JAOBEPSEHIb. JTO JIEKTPOHHBIN aJpec He

HaJI0 UCTIOJIH30BaTh MPHU PETUCTPAINH Ha POopyMax M CalTax;

1. He otkpsiBaii (aitsiel 1 Apyrue BIOKEHUS B MUChMaxX JaXe €CIN OHH

IOPUILUIH OT TBOMX Apy3ei. Jlydiie yTo4HM y HHMX, OTHPAaBISUIM JU OHU TeOe 3TU

(aiiibr;



8.  Ilocne oxkoHuyaHust paOOTHl Ha MOYTOBOM CEPBHUCE MEpEN 3aKPHITUEM

BKJIQJIKW C CAUTOM HE 3a0yJ]ib Ha)KaTh Ha « BBIATHY.

KHﬁGDﬁVJ’IJ’II/IHF HJIN BUPTVAJBbHOC N31€BATCJIHLCTBO

KuGepOymiauHr — mpecieoBaHue COOOIIEHUSIMHU, COAEPKAIIUMU OCKOpOJICHUS,
arpeccuio, 3amyrdBaHHe; XYJIMTaHCTBO; COIMAIbHOE OOMKOTUPOBAHHME C IMOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBEeTHI 10 00pble ¢ KHOEPOYITMHIOM:

1.  He Opocaiics B 60#. Jlyumuii cmoco0: MOCOBETOBATHCA Kak ce0s BECTH

U, €CIIK HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHAaYalle YCIOKOUThCS. Eciu Th

HaYyHeIllb OTBEYAaTh OCKOPOJICHUSMH Ha OCKOPOJICHHs, TO TOJIbKO emie OoJibliie

Pa3z0oAOKeIIb KOH(IIUKT;

2. VYrpapistit cBoel KubeppernyTaimei;
3.  AHOHMUMHOCTH B ceTd MHHUMAas. CyIIeCTBYIOT CIIOCOOBI BBIICHHTH, KTO

CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectn Xynuranckuii oOpa3 BUpTyalibHOM *u3HU. IHTEpHET

duKkcUpyeT Bce TBOM JCHCTBUS W COXpaHAET UX. YJAIUTh UX OyIeT KpaiiHe

3aTPyAHUTEIBLHO;
5. Benu cebs BexIMBO;
6. Urnopupyii enuHuYHbId HeratuB. (OaHOPa30BbIE OCKOPOUTEILHBIC

COOOIIeHUS JTy4llle ITHOPUPOBaTh. OOBIYHO arpeccus MpeKpaniaeTcsi Ha HadyaJIbHOU
CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIICHUSIMH,
B COIHAJBHBIX CETSIX €CTh BO3MOXKHOCTh OJOKHPOBKH OTIPABKH COOOIICHUH C
OTIpE/ICTICHHBIX aJI[PECOB;

8. Ecmu Th1 cBumerens kuOepOymivnHra. TBou ACHCTBUS: BBICTYNHTH
MPOTUB TIPEClieIOBATENsI, TOKa3aThb €My, 4YTO €ro JEHCTBUS OILICHUBAIOTCS
HETaTUBHO, MOJJEPXKAaTh XEPTBY, KOTOPOH HYXHA TCHUXOJIOTHYECKAsl IOMOIIb,

COOOIIUTH B3POCIBIM O (DaKTE arpeCCUBHOTO TOBEJICHUS B CETH.

MoOouabLHbIN TeJaedoH

CoBpeMenHble cMapThOHBI W TUIAHIIETHI COJEpKaT B ce0e BIOJHE B3POCIBIMA
(GyHKIIMOHAT, W TeTepb OHU MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMU KOMITBIOTEPAMHU.

OnHako, CpeJCTB 3alIUThI JIs MOJOOHBIX YCTPOUCTB MOKA O4Y€Hb Majo. TecTupoBaHue U



MIOUCK YSI3BUMOCTEM B HUX MPOUCXOJAUT HE TaK MHTEHCUBHO, Kak Jus IIK, To ke camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAaKTUYECKU JIOTHAIM HACTOJbHBIC
aHAJIOTH, OJHAKO pacimpeHre (QyHKIMOHAIA BJEYET 3a COO0OUM OONBIIYIO CIIOKHOCTh U
MEHBIIYIO 3alIUIIEHHOCTD.

Jlaneko He Bce MNPOU3BOAUTENM BBIMTYCKAIOT OOHOBJICHUS, 3aKpbIBAIOLIUE
KPUTHYECKHUE YS3BUMOCTH JIJIS CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI JIJI1 0€30IaACHOCTH MOOMJIBLHOTO Tesie()oHA:

1. Byns ocTopoeH, Belb Korja Tede mpeayiaraloT OecriaTHbI KOHTEHT,

B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TUTATHBIE YCITYTH;

2. Hymaii, mpexae yem oTnpaBuTh SMS, ¢oto wiu Bugeo. Tl TOUHO

3Hacllb, I'AC OHHU 6YIIYT B KOHEYHOM HTOTE?

3. Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhoHa;
4. Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMIIBHBIX TEIE(OHOB;
5.  He 3arpyxkaii mpuiokeHHss OT HEM3BECTHOTO HMCTOYHHKA, BEIb OHU

MOTYT COZepKaTh BPEJOHOCHOE MPOrpaMMHOE 00eCIIeUCHHUE;

6. [Tocnie Toro kak Tbl BBIMACIIL C caiTa, A€ BBOAWI JIUYHYIO
uH(opMaIuio, 3aiiM B HACTPOMKK Opay3epa 1 yaaiu cookies;

7. [Tepuonuueckn TpOBEpsd KaKWe IUIATHBIC YCIYTH aKTHBHPOBAHBI Ha
TBOEM HOMEPE;

8.  Jlamaii cBoit HOMEep MOOHIILHOTO TeedOHa TOIBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JOBEPSCIIb;

9. Bluetooth momkeH ObITh BBIKIIOUEH, KOT/Ia ThI UM HE TOJIB3yelibes. He

3a0bIBail MHOTIa ITPOBEPSITH 3TO.

@OUINMHI WK KPaKa JUYHbIX JIAHHBIX

I'maBHas Ociab (I)I/IH_II/IHF - Buaa I/IHTepHCT'MOH_IeHHI/I‘-IeCTBa, COCTOUT B MOJYUYCHUH

KOH(DMICHIIMATBHBIX JaHHBIX IOJb30BaTEIei — JIOTMHOB M mapoieil. Ha anrmuiickom
a3pike phishing uutaercs kak ¢umuHr (ot fishing — poiOHas noBns, password —
apoJib).

OcHoBHBIE cOBeTHI 10 60pbHOE ¢ PUIMHIOM:
1.  Cnenu 3a cBouM akkayHTOM. Eciu Tl moj03peBaeliib, 4TO TBOSI aHKETa
ObLa B3JIOMaHa, TO HE0OX0IUMO 3a0JIOKUPOBATh €€ U COOOITUTh aIMUHUCTpATOPaM

pecypca 00 3TOM Kak MOKHO CKOpee;



2.  Hcnonb3yii 6e3omacHble BeO-CallThl, B TOM YHUCIIEe, THTEPHET-Mara3uHoB
1 TIOMCKOBBIX CHCTEM;

3. Hcnonp3yil ciiokHble U pa3Hble maposd. TakuM oOpas3om, eciau Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH IOJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY
PO IITIO B CETH, a HE KO BCEM;

4.  Ecmu Tebs B3nOMaiM, TO HEOOXOAMMO MPEAYyNpPEeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE JOOABJIEHHI Y TeOS B APY3bsIX, O TOM, UTO Te€OS B3JIOMAIH H,

BO3MOXXHO, OT TBOCI'O NMCHHU 6y,Z[CT PaCChlIaThCA CIIaM U CCBIJIKH Ha (1)I/IIHHHFOBBIC

CalTBhI;
5. YcranoBu HaaexHbId napois (PIN) Ha MoOWIBHBIN TenedoH;
6. OTkJTI0YM cOXpaHeHue mapodisi B Opaysepe;
7. He oTkpeiBait (aitsibl 1 Jpyrue BIOKEHUS B MUCbMax JIaXe eCIu OHU

IOPUIILIM OT TBOUX Jpy3eil. Jlydie yTouHu y HUX, OTHPABISIIN JIU OHU TeOe ATU

(aiibl.



