NudopmanuoHHas NaMATKA AJI51 00YyYAKIIHXCS

C KaXIbIM T0A0M MOJIOACKHN B HHTCPHCTC CTAHOBUTCA 60J'II>HI€, a
IMKOJbHHUKKW OJHHU HN3 CaMBIX AaKTHBHBIX MOJb30BaTEICH PYHCTa. MC}KI[y TCM,
IIOMHUMO OTPOMHOI'0 KOJHYCCTBA BO3MO}KHOCT€ﬁ, HHTCPHCT HCCCT U HpO6HCMI)I.
OTa namsaTKa JOJIDKHa IIOMOYb Tebe Oe301acHo HaXO0IUTHBCA B CCTH.

Komnwviomepnuie upycoi

KoMmbroTepHslii BUPYC - 3TO Pa3HOBHUJIHOCTH KOMIIBIOTEPHBIX MPOTpamM,
OTJIMYUTENBHOU OCOOEHHOCTBIO KOTOPOU SIBJIIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT IMOBPEIUTH WM MOJHOCTBIO YHUYTOXHUTh
BCce (pailibl M JaHHBIE, MOJKOHTPOJBHBIE MOJB30BATENI0, OT UMEHH KOTOPOIrO
Obla 3amylleHa 3apak€HHas IporpaMma, a TaKXKe TMOBPEIUTh WM Jlaxe
YHUUTOXKUTh ONEPALMOHHYI0 CUCTEMY cO Bcemu (¢aimamu B u1einom. B
OOJILIIMHCTBE CIIy4aeB PacupOCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

I

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPaMM:

1. Mcnionp3yit coBpeMEHHbIE ONEPAIIOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBIN
YPOBEHbB 3aIUTHI OT BPEJOHOCHBIX IIPOTrpaMM;
2.IlocTossHHO ycTaHaBiMBad W  HauTh (UUGPOBBIE  3aIUIaTKH, KOTOpPBIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C IIEJIbIO JOPAOOTKU HPOrpaMMbl) U Jpyrue
OOHOBJIEHUSI CBO€l omepaunoHHOW cuctembl. CkaumBallh UX TOJNBKO C
opummansHoro cairta pazpadorunka OC. Eciu  cyliectByeT  pekuM
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;
3.PabGotaii Ha cBoeM KOMIIBIOTEpPE TIOJ TMpaBaMH TIOJb30BATENsA, a HE
aIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MpPOrpamMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4 Vicnonb3yi AHTUBUPYCHbIE pOrpaMMHbIE MPOTYKTHI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5.0rpannyb pU3NYECKUil 10CTYI K KOMIBIOTEPY AJI1 MOCTOPOHHUX JIMII;

6. Ucnonp3yil BHEITHUE HOCUTENH MH(GOPMAIINH, TaKKE KakK (uIelka, TUCK WU
daiin u3 uHTEpPHETA, TOJIBKO U3 MPO(YEPEHHBIX HCTOYHUKOB;

7.He oTkpsiBaii KoMIbIOTEpHBIE (haiiiibl, TOTYYCHHBIC U3 HEHAIEKHBIX
HUCTOYHUKOB. Jlaxke Te ¢aitipl, KOTOpbIE MPUCIAN TBOU 3HAKOMBIN. Jlyurie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cemu WI-FI

Wi-Fi- 370 He By nepeayn JaHHBLX, HE TEXHOJIOTHS, a BCErO JIUIIL OpeH I,
mapka. Eme B 1991 rony HuzaepiaHjckash KOMIIAHUSI 3aperucTpuUpoBajia OpeH[I
«WECA», uro o6o3naugasio cioBocouetanue «Wireless Fidelity», koropsrii
NEPEBOIUTCS KaK «OECIPOBOIHAS TOUHOCTDY.

Jlo Haiero BpeMeHu JoluIa Ipyras abopeBuarypa, KoTopas sSBisieTcsl TaKoi
ke TexHosorued. Oto abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO AaHO C



HAMEKOM Ha CTaHJApT BBHICIIMKA 3BYyKOBOM TexHMKH Hi-Fi, uto B mepeBoxe
03HA4aeT «BBICOKASI TOUHOCTHY.

Jla, OecIiaTHBIM MHTEPHET-IOCTYI B Kade, OTCIIIX U adpoIopTax SBISICTCS
OTJIMYHOM BO3MOXXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE DKCIIEPThI CUHMTAFOT,
yto obmienoctynusie Wi- Fi ceTu He SBISIOTCS 0€30I1aCHBIMHU.

CogeThbl 110 0e30MacCHOCTH padoTe B 001eR0CcTYNHBIX ceTsix Wi- Fi

1. He nepenasaii cBoro imunyr0 uHpopMaIuio yepes odmenoctynasie Wi-Fi
cetu. PabGoTas B HUX, &enaTeIbHO HE BBOAUTD MAPOIH JOCTYIA, JOTUHBI U
KaKue-TO HOMEDA,

2. Wcnonb3yil © OOHOBIISAM aHTUBHPYCHBIE MPOTpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30MacHIllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRO;

3. [Ipu wucnonmezoBanmu Wi-Fi otkmoun ¢yHkmmo «OOmumi J0CTym K
daiinam u npunrepam". JlaHHas (QYHKIUS 3aKpbiTa HO YMOJYaHUIO,
OJTHAaKO HEKOTOpbIE IOJIb30BATENU AKTHBUPYIOT €€, M ynoOcTBa
UCIIOJIb30BaHUs B paboTe Win yueoe;

4. He wucnonw3yit nmyOnmunbsii Wi- Fi mis mepemaun JTMYHBIX JTAHHBIX,
HaIpUMeED JIJISl BBIXOJa B COIIMANIBHBIE CETH WIIM AJIEKTPOHHYIO MOYTY,

5. Mcrons3yi TOJIBKO 3amuiineHHoe coequnenne yepe3 HTTPS, a ue HTTP.
T.¢. Ipu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B MoOwibHOM Tenedone otkimroun (ynkiuio «llogkirodenue k Wi-Fi |
aBTOmMaTuueckn». He gomyckail aBTOMAaTUYECKOTO  MOAKIIOYEHUS
ycrporicTBa Kk cetsim Wi-Fi 6e3 TBoero cornacusi.

Coyuanvnovle cemu

CounasibHbI€ CETH aKTUBHO BXOJSIT B HAIIly KMU3Hb, MHOTHE JIFOJIU PabOTAIOT
Y )KHBYT TaM IOCTOSIHHO, a B Facebook yxke 3aperucTpupoBaH MUJLTHAP]T YESTIOBCK,
YTO SIBISCTCSA OJHOM CEIbMOM BCEX KMTEJICH IJiaHeThl. MHOTHE MOJb30BaTEINd HE
MOHMMAIOT, YTO MH(pOPMAIUs, pa3MeIICHHAsS UMH B COLMAIIBHBIX CETSX, MOXKET
OBITh HaljJicHa M KCIOJIb30BaHAa K€M YTOJIHO, B TOM 4YHCJIE HE 00s3aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIIMAIBHBIX CETSIX:

1.0rpanunub Criucok npy3eil. Y Te0st B Ipy3bsiX HE TOJDKHO OBITH CIyYalHbIX
Y HE3HAKOMBIX JIFOJICH;

2. 3amuinad CBOI YacTHYIO >KuM3Hb. He ykaspiBail maponu, TenedoHbI,
ajpeca, JaTy TBOEr0 pOXICHHUS U JPYryl0 JUYHYIO HWHOOpMaIuIo.
3710yMBILUIEHHUKA MOTYT MCHOJb30BaTh Jake MH(OPMAIMIO O TOM, Kak
Thl U TBOU POJIUTENH MIIAHUPYETE MPOBECTU KAHUKYJIBI;

1. 3amuinaii CBOK pernyTaluio - JepXKUM €€ B YUCTOTE W 3ajaBail cebe
BOIIPOC: XOTeN Obl ThI, YTOOBI JPYrHE€ MOJIb30BATENM BHUAEIU, YTO ThI
3arpyxaems? .[logymai, mpexae yeM 4To-TO ONyOJMKOBaTh, HAIMCATh U
3arpy3uTh;



2. Ecam roBopuilb C JIOABMH, KOTOPBIX HE 3HACIlb, HE HCIOJB3YH CBOE
peanabHOe UM, IPYTYIO JIUYHYI0 MH(GOPMAIIMU: UMS, MECTO >KUTEIhCTBA,
MECTO y4eObl U Ipoyee;

3. M3berait pasmenienus ¢ororpaduit B MuTEepHeTe, T71e Thl N300paKEeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEIECIUTh TBOE MECTOTIOJIOKEHHE;

4. Ilpm peructpaniui B COIMAIBHOW CETH HEOOXOJIHMMO HCIOIb30BaTh
CJIOXHBIE MAPOJIM, COCTOAIIME U3 OYKU U HMUPP U C KOJTUUECTBOM 3HAKOB
HE MeHee 8,

5. g conmuanbHOM CeTH, TMOYTHl W JAPYTUX CalTOB HEOOXOIUMO
UCIIONB30BaTh pa3Hble Mapoiu. Torga ecid TeOsS B3JIOMAlOT, TO
37I0YMBIIUICHHUKH MOJTy4aT JOCTYH TOJIBKO K OJHOMY MECTY, a HE BO BCE

cpasy.
InekmpoHHBLE- 0eHbZU

BHGKTPOHHBIC JACHBI'M — OJTO OYCHDb y,[[06HBII>i CIoco0 HH&TC)KGIZ, OJHAaKO
CyCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTh 3TH ACHBI'H.

BHGKTpOHHBIC ACHBI'M ITOABHUJIIMCH COBCCM HCIABHO M MMCHHO H3-3a 3TOI'O
BO- MHOI'HX I'OCyaapCTBax A0 CHUX IIOP HC IIPOIIKMCAHO IIPO HHUX B 3dKOHAX.

B Poccuu ke oHu GYyHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, Te
UX Pa3leNiAloT Ha HECKOJIbKO BUJIOB - AHOHMMHBIE U HE aHOHHMMHbIE. Pa3Huiia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi MPOBOIUTH ONepainu 0e3
UIEeHTU(PUKAIIMKM  TIOJb30BaTeNsl, a B  HEAHOHUMHBIX  UJICHTHU(UKAIUU
MI0JIB30BATEIS SIBISIETCS 00A3aTEIBHOM.

Taxxke crnemyer pas3nuyuaTh OJJIEKTPOHHBIE (QUATHBIE JCHBIH (PaBHBI
rOCyJapCTBEHHBIM BaJllOTaM) W DSJEKTPOHHBbIC He(dUaTHBIE NEHBIU (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHBIMU JIEHbraAMU:
1.IlpuBsku K cdery MOOWIBbHBIA TenedoH. DTO caMblil yIOOHBIA U
OBICTPBIN CIOCOO BOCCTAHOBUTH JIOCTYM K cuery. [IpuBsi3anHbIil TenedoH
MOMOKET, eciii 3a0y/enib CBOW IUIATEKHBIN Mapoiihb WX 3aijienih Ha
CalT C HE3HAKOMOI'0 YCTPOMCTBA;
2.Mcnonb3yi ogHOpa3oBklie napodu. [locie nepexoa Ha yCUIIEHHYIO
aBTOpU3AIUIO TeOe yKe He OyJeT yrpoKaTh OMACHOCTh KPaKH UITU
nepexsaTa IIaTexXHOro napoJs;
3.BriOepu cnoxubiii napodb. [Ipectynnukam OyaeTr He MPOCTO yraaarhb
CJIOXHBIN naposb. HajexxHble mapojie — 3TO Mapoiiv, KOTOPbIE COepKaT
HE MeHee 8 3HAKOB M BKJIIOYAIOT B C€0Sl CTPOYHbIE U MPONUCHBIE OYKBBHI,
nudpbl MU HECKOJIBKO CHMBOJIOB, TakKM€ Kak 3HaK JoJuiapa, (yHTa,
BOCKJIMLIATEbHBIN 3HaK U T.1. Hanpumep, StRONQ!;;
4.He BBOAM CBOM JIMYHBIEC JAHHBIE HA CaliTax, KOTOPHIM HE IOBEPSECUIb.

dnekmponnasa nouma



DJIEKTPOHHAS MOYTa — 3TO TEXHOJOTHS U MPEAOCTABISIEMbIE €10 YCIYTH 10
MEPECHUIKE U MOTYUYEHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPhIE paclpeesioTcs B
KOMITbIOTEpHOU ceTU. OOBIYHO DJIEKTPOHHBIM TMOYTOBBIA SAIIMK BBITISIUT
clenyrommuM  0o0pa3oM: HMs_TOJb30BaTeNsi(@uMs_joMeHa. Takxke Kpome
nepeaur MpoCcToro TeKCTa, UMEETCs BO3MOKHOCTD TIepeiaBaTh (haiJibl.

OcHOBHBIE COBETHI IO 0€30MacHON PaboTe C MEKTPOHHOM MTOUYTOM:

6. Hano BbIOpaTh npaBUIIbHBIN MOYTOBBINA cepBUC. B nHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JTyUIIIe
JIOBEPATH TEM, KOTO 3HACIIb U KTO MEPBbIA B PEUTHHTE;

7. He yka3bIBaii B IMUHOM TTOYTE JIMUHYIO HHopManuio. Hanpumep, myudrie

BBIOPATh «My3bIKaIbHBIN (haHaT@ win "pok2013" BmMecTo «Tema 13y

8. Mcnonp3yl IBYXATAITHYO aBTOPU3ALHI0. DTO KOTrAa HOMUMO MApOJIs
HY>KHO BBOJIUTH KOJI, IPUCHLIaeMbIil o SMS;

9. BpIOepu ci0xHbII napoib. s KaXkaqoro mnoyToBOro SIMKa J0HKEH
OBITh CBOI HaJEKHBIN, YCTOWYUBBIN K B3JIOMY TIapOJib;

10. Eciin €CcTh BO3MOKHOCTBH HAMCATh CAMOMY CBOM JIMYHBIMA BOMPOC,
WCIOJIb3YH 3TY BO3MOXHOCTb;

11. Mcronp3yd HECKOJIBKO TOYTOBBIX SAIMUKOB. [lepBbId UIsi 4YacTHOU
NEPENUCKN C aJpecaTaMy, KOTOPBIM Thl JOBEPSEIIb JTO 3JIEKTPOHHBIN
aZipec He HaJl0 UCIOJIb30BaTh IPU PETUCTPALIUU HA (JOpyMax M caiTax;

12. He oTkpbiBaii (haiinbl b aipyrue BIOXKEHHS B TUChbMaX JIaXe €CJIM OHU
MPUIUIA OT TBOUX Apy3el. JIyulie yTOUHH y HUX, OTIIPABIISUIM JIU OHU
Tebe 3TH (ailibr;

13. [Tocie okoHUaHus1 pabOTHI HA IOYTOBOM CEpPBUCE NEPE]] 3aKPHITHEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha «BBIATHY.

Kubepoynnune unu eupmyaibHoe uz0eeamesibCmeo

KubepOymmuHar —  mpecieioBaHue  COOOIICHUSMHU,  COACPKAIIUMU
OCKOpOJIeHUsI,  arpeccuro,  3alyrHBaHHe,  XyJIUTaHCTBO; COIMAITEHOE
OOWKOTHPOBAHUE C TIOMOIILIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI CO 00pbOE ¢ KMOEPOYJUTMHTOM:
1.He Gpocaiicst B 60#t . JIydmmuii crioco0; MOCOBETOBATHCS Kak ceOsl BECTH U, €CITU
HET TOr0 K KOMY MOXHO OOpaTUThCS, TO BHayaje YCHOKOWTbcA. Ecau Tbl
HAYHEIIb OTBEYaTh OCKOPOJICHHBIMH Ha OCKOPOJIEHMS, TO TOJIBKO elle OOoJblie
pa3oiOKeIb KOHMIUKT;
2.YmpaBnsii cBoel kubOeppernyTaiuei;
3.AHOHMMHOCTh B ceTd MHMMas. CyIECTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT 34 |
AHOHMMHBIM aKKayHTOM;
4. He crouT BecTH XYJIMTaHCKMW 00pa3 BHUPTyalbHOW ku3HU. MHTEepHeT
(¢ukcupyeT Bce TBOM JCHCTBUS M COXpaHSIET UX. YTOJIUTh UX OyIeT KpaiiHe
3aTPYJHUTENBHO.
5. Cobmroail CBOO BUPTYaJIbHYIO YECTh CMOJIOLY.



6.Urnopupyit enuHnyHbIN HeraTuB. OIHOPA30BBIE OCKOPOUTETHHBIE COOOIICHUS,
Jqy4iie UrHopupoBath. OOBIYHO arpeccus mpeKpamiaeTcs Ha HauyajabHOM CTa/luu;

7. ban arpeccopa. B nporpaMMax MrHOBEHHBIMU COOOILEHUSMH, B COIUATBHBIX
CETSIX €CTb BO3MOYKHOCTH OJIOKUPOBKH OTIPABKH COOOIIEHUN C OINpPEIeICHHbIX
aZpeCcoB;

8. Ecim 1bl cBuperens kubepOyiumHra. TBou NeWCTBHS; BBICTYNUTH IPOTUB
npecieaoBaTens, MOKa3aTb €My, YTO €ro JEWCTBUS OLECHHUBAIOTCS HEraTUBHO,
NOAJCPKATh KEPTBY, KOTOPOH HY)KHA TICHUXOJIOTUYECKAsh MOMOIb, COOOUIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

Moobunvnulit menegpon

CoBpeMeHHbIE cMapT(OHBI M IUIAHIIETHl COJEpXKaT B cebe BIOJIHE
B3pOCIbIA (PYHKIIMOHAJ, U TENEPh OHU MOTYT KOHKYPUPOBATH CO CTAlMOHAPHBIMU
KoMIibtoTepamu. OIHAKO, CPEACTB 3aIUTHI 17151 TOJJOOHBIX YCTPOMCTB OKA OYEHb
Mano. TecTupoBaHMe U IOMCK YA3BUMOCTEH B HHMX IPOUCXOAUT HE Tak
MHTEHCUBHO, Kak Juisd [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX TPHIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3ephl  yXe MPaKTUYECKA JOTHAIU
HACTOJIbHBIE aHAJIOTH, OJHAKO pacliMpeHrue (QYHKIMOHAJIa BJIEUET 3a COOOM
OOJIBIITYIO CII0KHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJIUTENM BBIMYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOIINE
KPUTHUYECKUE YA3BUMOCTH ISl CBOUX YCTPOMCTB,

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:
1.Huuero He SIBISETCS MO-HACTOSIIEMY OecCIIaTHBIM. Byab OCTOpOKeH, Belb
Korja tebe npesjaratoT 0ecIlaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TIJIATHBIE YCITYTH.
2. Jlymaii mpexie ueM OTHpaBUTh cOoOIeHue, Buaeo, poto. Trl TOUHO 3HaEIID,
r7i€ OHU OYAYT B KOHEYHOM UTOTE?
3. Heob6xoammo OOHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
4.Vicions3yi aHTUBUPYCHBIC IPOTPAMMBI JIJIi MOOMIIBHBIX TeNe()OHOB;
5. He 3arpyxail nmpuioXeHuss OT HEU3BECTHOIO HCTOYHHMKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUeHHUE;
6.ITocne Toro kak ThI BBIMJCIIL C CaiiTa, T/I€ BBOJAWJ JTUYHYIO HH(POPMAIIHIO,
3aiifi B HACTPOWKH Opaysepa u ymanu COoKies;-
7. llepuognuecku mpoBEps KAKUE IUIATHBIE YCIYIM aKTUBUPOBAHBI HA TBOEM
HOMEpE;
8. JlaBait HOMep TOJBKO TE€M JIFOASM, KOTOPBIX Thl 3HACIIIb U KOMY JIOBEPSICIIIb.

9. Bluetooth moymkeH ObITH BBIKITIOUCH, KOT/Ia ThI UM HE MOJjIb3yenbes. He
3a0bIBail HOT 1A MPOBEPATH ITO.

Online uzpot



COBpeMeHHBIe OHJ'IEIfIH-PII’pBI - 9TO KpaCOYHBIC, 3aXBaTbIBAOIIUC
Pa3BJICUCHUA, O6T)CI{HH$II-0HII/IC COTHA TBICAY YCIOBCK IIO BCCMY MHUDPY. I/IFpOKI/I
HCCIICAYIOT ,HaHHLIﬁ UM MHDP, 06H13,IOTCSI Apyr C APYIrOM, BBIIIOJIHANOT 3adJlaHUA,
CPpaXaroTCiAd C MOHCTpaMHU U IIOJY4YarOT OIIBIT. 3a YAOBOJILCTBUC OHH IJIATST.
IMOKYIIAOT AUCK, OINIAYHMBAIOT a0OHEMCHT WJIH HpI/IO6pCTaI-OT KaKHC-TO OIIIIHUH. |

Bce 31u cpeacTBa uayT Ha NOJJAEPKAHUE U PA3BUTHE UTPHI, a TAK)KE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIE
natyv  (M¢poBble 3aIUIATKH IS [POTpamMM), 3aKpbIBAIOTCS  YA3BUMOCTHU
CEPBEPOB.

B mogo0GHBIX urpax CTOMT OMacaThCsi HE CTOJBKO CBOUX COIEPHHUKOB,
CKOJIBKO Kpa)Xd TBOEro IMapoJisi, Ha KOTOPOM OCHOBAaHAa CHUCTEMa aBTOPH3alUU
OOJILIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30M1aCHOCTH TBOETO UTPOBOT0 aKKAYHTA!
1.Ecnu apyroit urpok BeAeT ceOsl MI0X0 MU CO3/aeT Te0e HeNPUIATHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2 Iloxxamyiics aIMUHICTpATOPaM UTPHI Ha TIOXOE MOBEJCHUE STOTO UTPOKa,
KeNaTeJIbHO PHIOKHUTh KaKHE-TO JOKa3aTeIbCTBA » BUAE CKPUHOB;

3.He yka3piBaii nuunyto nHdopmaiuio B npodaiisie urpsi;

4.YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBail HeopuuuanbHbIE MATYU U MOJIBI;

6. Ucrionb3yii cliokHBIC T pa3HbIC MAPOJI;

7. JJaxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIKOYaTh aHTUBUPYC [10Ka ThI urpaeup, TBOU
KOMITBIOTEP MOT'YT 3apa3uTh.

Dumunz unu Kpasica 1U4HblX OAHHBIX

OOBIYHOM KpaXKkel JeHeT U JTOKYMEHTOB CETOIHS YK€ HUKOTO HE Y/IMBHIIIb,
HO C Pa3BUTHUEM HHTEPHET-TEXHOJIOTMU 3JI0YMBIIUICHHUKA MEPEMECTUIINCH B
MHTEPHET, U MPOAOJIKAIOT 3aHUMATHCS «JTFOOUMBIMY JISTIOM.

Tak mosiBWIACh HOBas yrpo3a: HWHTCPHET-MOIICHUYECTBA WM (DUIIMHT.
rJaBHas IEJdb KOTOPOTO COCTOMT B TMOJYYCHHH KOH(DHUICHIAIBHBIX IaHHBIX
MOJIb30BaTEeNICH - JIOTMHOB W mapojiei Ha anrmmiickom si3bike phishing uuraere
kak uruHr (o1 fishing — peiOHast oBIIs, Password — mapoJin).

OcHOBHBIE COBETHI IO 0OpbOE € (PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM . Eciii Tl mO103peBacIb, YTO TBOS AaHKETA
ObLI1a B3J10MaHa, TO HEOOXO0MMO 3a0JI0KHPOBATh €€ H COOOIUTh
aJIMIHUCTpATOPaM pecypca 00 3TOM Kak MOKHO CKOpee,

2. Ucnonp3yit 6e30macHbie BeO-CalThI, B TOM YHCIIC, UUTEPHET-MAra3uHoB U
MMOMCKOBBIX CHCTEM.

3.Ucnonw3yit CloXHBIE W pa3Hbie Mapoiu. Takum oOpa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TIOMydYaT JOCTYI TOJBKO K OJHOMY
TBOEMY MPO(UITIO B CETH, a HE KO BCEM;



4. Ecnu TeOsi B3OMalld, TO HEOOXOJUMO MPEAyNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBJIeHBI y T€OS B APY3biX, O TOM, YTO T€OS B3JIIOMAIH U, BOZMOXKHO,
OT TBOETO UMEHHU OYyJIE€T PacChlIaThCA CHAM U CChUIKM Ha (PUIITMHTOBBIE CAThI;
5.YcranoBu HaaexkHbIH mapoiib (PLN) Ha MOOHMIIBHBIHN TeIC(OH;

6.0TKIII0uM COXpaHeHue napoJis B Opaysepe;

7.Ho oTkpsiBail ¢aiiibl U Ipyrue BIOKEHHS B MUChbMax JaXke €CJIM OHU MPUIILTU
OT TBOUX Jipy3ei. Jlydllle yTouHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (Dailiibl.

Lugposaa penymayus

[Mudposast pemyranust - 3TO HEraTWBHAsl WJIM MO3UTHUBHAs MH(OpManus B
cetu o Tebe. Kommpomerupyromass HHPoOpManus pa3MelnieHHass B HHTEPHETE
MOKET CEphE3HBIM 00pa30M OTPa3UTHCS Ha TBOEW peanbHOU ku3HU. " Lludposas
penytanus" - 3TO TBOM UMUK, KOTOPBII (hopmupyercs u3 nHPopMauuu o Tede B
WHTEpHETAaX.

1 TBoe MecTo KUTEIbCTBA, TBOE (DUHAHCOBOE MOJOKEHUE, OCOOCHHOCTH
XapakTepa M paccKasbl 0 OJIM3KUX- BCE ITO HAKATUIMBACTCS B CETH.

MHorue MoapOCTKH JIETKOMBICIEHHO OTHOCSTCS K ITyOJMKAIU JIUMYHOU
uHpopmaruu B HTEepHETE, HE MOHKUMAsi BO3MOXKHBIX MOcheACTBUN. Thl Jaxe HE
CMOJKEIIb AOTafaThCcsi 0 TOM, 4To (hoTorpadus, pa3MelieHHas 5 JeT Ha3ajl, cTaia
MPUYUHON OTKAa3a MPUHATH T€Os Ha paldoTy.

KommenTtapuu, pazmenienue TBoux (ororpaduii u npyrue AeHCTBUS MOTYT
HE MCYE3HYTh Ja)Xe€ IMOCJI€ TOTO, KaK Thl UX yAaldullb. [bl HE 3HAEILIb, KTO
COXpaHWI »JTy HUH(OpMaIMio, Tomaja Jd OHa B TIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JIU OHA, a TJIABHOE, YTO MOAYMAIOT O TeOe OKpY’)Karoiiee JIOIH,
KOTOpbIE HAAYT U yBUAAT 3T0. HaiiTu mHbOpMAaII0O MHOTO JIET CITYCTSI CMOXKET
100011 - Kak U3 J0OPHIX OOYKICHUI, TaK U C HAMEPEHUEM MPUYUHUTD Bpel. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI TI0 3aIIUTE IUPPOBOH PEMyTallUU;

1.ITonymaii, mpexae yeM 4To-To MyOJMKOBATh U MepeiaBaTh y ce0s B Oyore
WA B COLMAJILHOM CETH;

2. B mactpoiikax mpoduisi yCTaHOBH, OTPaHUYEHUS HA TPOCMOTP TBOETO
PO U €r0 COACPIKUMOTO, CACIIAN €T0 TOJBKO «JUIS IPYy3Ei.

3. He pasmemaii u He yka3biBail nH(pOpMAIIHIO, KOTOpass MOKET KOTO-T100

OCKOPOJISTH UM OOMXKATh.

Aemopckoe npago

COBpeMeHHBIe IMKOJBbHUKHN - AKTHUBHBIC ITOJIB30BAaTCIIN LII/I(l)pOBOFO
IMpOCTPaHCTBA. OI[HaKO JaJICKO HE BCC 3HAKOT, 4YTO IIOJB30BAHUC MHOI'MMH



BO3MOXKHOCTSIMH ~ LM(poBOro  Mupa  TpedyeT  COOJMIOJEHUS TMpaB  Ha
VHTEJUICKTYaIbHYI0 COOCTBEHHOCTB).

Tepmun "wHTEINIEKTyanbHasi COOCTBEHHOCTH' OTHOCHUTCA K Pa3IMYHBIM
TBOPEHUSM YEJIOBEYECKOID yMa, HAaYMHAs C LIEHHBIX M300paX€HUW M 3HAKOB,
0003HAYAIOIMINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIyTH, U 3aKaHYUBas KHUTaMH,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSAMHU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha HMHTEIUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAyKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIAIOT B
KayeCTBE TapaHTUU TOTO, YTO HMHTEJUIEKTYaJIbHBIN/TBOPUYECKUI TPy aBTOpa HE
OyAeT HampacHbIM, JAacT €My CIpPaBEJIMBBIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ysbTaT  CBOEro TPyJAa, MOJYyYUTh HU3BECTHOCTh U INpu3HaHue. Huxrto 6e3
paspemieHuss aBTOpa HE  MOXET  BOCHPOMU3BOJMTH  €I0  IPOU3BEACHHE,
pacnpocTpaHsATh, MyOJUYHO JEMOHCTPUPOBATh, NpoAaBaTh, HMIIOPTHUPOBATh,
IIyCKaTh B MPOKAT, MyOJIMYHO HCIOJHSATH, MOKA3bIBATH/UCHOJIHATh B 3(Upe WiIn
pa3memats B MHTEpHETE.

Hcnonp3oBaHue «IIUPATCKOro»  IporpaMMHOIO 00CCIICYCHHUST  MOJMKET
INPpUBCCTH K MHOTHM pHCKaM: OT IIOTCPH HAaHHBIX K TBOHM d4KKAdyYHTaM 10
6HOKI/IpOBKI/I TBOCT'O YCTpOI}JICTBa, rac YCTaHOBHGHHBIﬁ HC JICTaJIbHAsA IIporpaMma.
He croutr Takxke 3a6BIBaTI>, 4qTO CYHCCTBYCT JICTAJIBHBIC H OecriaTHBIE
IIporpaMmabl, KOTOPBIC MOJKHO HAWTU B CETH.

O nopmane

CereBu4oK. p( - TBOH IVIABHBIA COBETYHMK B CeTH. 3/1eCh Thl MOKellb
yY3HATh O 0€30MACHOCTH B CE€TH NOHATHBIM MU AOCTYIHBIM SI3bIKOM, a IpPH
BO3HUKHOBEHMH KPUTHYECKOM CHUTyallu¥M OOPAaTHUTBLCH 32 COBETOM. A TaKiKe
NPUHATH YYACTHE B KOHKYPCAX U CTATh CaMbIM HH(POBBLIM Ipa*KAaHMHOM!



